
 

 

 
PRIVACY NOTICE FOR STAFF 

 
At Humber Teaching NHS Foundation Trust we are committed to protecting and 
respecting your privacy.  We collect, store and process information about prospective, 
current and former staff/volunteers. This notice is to help you understand how and why we 
collect personal information about you, what we do with the information and how we store 
it.  It also explains the decisions you can make about your own information. 
 
WHAT INFORMATION WE COLLECT ABOUT YOU 
Information which the Trust collects and holds about you may include: 
 

• Basic details about you such as name, address, date of birth, emergency contact etc. 

• Pre-employment details e.g. application form, interview notes, offer of employment, 
references, contract, qualifications 

• Employment information e.g. correspondence with you, annual leave, training records, 
career history, appraisals 

• Information relating employee relations e.g. disciplinary proceedings, grievance and 
complaints, tribunal claims etc.  

• Information needed for payroll, benefits, pension and expenses purposes 

• Information relating to your health and safety at work and any incidents or accidents 

• Visual images, personal appearance and behaviour, for example, if CCTV images are 
used as part of building security. 

 
We may also hold special category information about you such as: 

• Medical information relevant to your employment, including physical health, mental 
health and absence history 

• Personal demographics, including gender, race, ethnic origin, sexual orientation, 
religious or other beliefs and whether you have a disability or require any additional 
support or adjustments for your employment 

• Trade union membership 

• Depending on the position you hold with us, we may also collect information in relation 
to any current or previous criminal offences.  Please refer to our Recruitment and 
Selection Policy and Procedures 
 

USING YOUR PERSONAL DATA: THE LEGAL BASIS AND THE PURPOSE 
We will use your information for the following purposes: 
 
Administer our business  
Personal data will be used for employment or removals; pay, discipline, superannuation, 
work management or other personnel matters. This includes, but is not limited to the 
following;  
 

• To enable you to be paid 

• To enable the development of a comprehensive picture of the workforce 

• To inform and develop safe recruitment and retention policies 

• To support effective performance management 

https://intranet.humber.nhs.uk/Recruitment%20and%20Selection%20Policy.htm
https://intranet.humber.nhs.uk/Recruitment%20and%20Selection%20Policy.htm


 

 

• To allow better financial modelling and planning 

• To enable ethnicity and equality monitoring 

• To prevent injury or illness arising from work activities as far as reasonably 
practicable.  

• To share important communications relevant to your role at the Trust and to 
measure the response to those communications to allow us to continually improve 
and develop them. 

This processing is necessary to perform our contract with you (UK GDPR Article 
6(1)(b)). This processing is necessary to carry out employment obligations and rights 
(UK GDPR Article 9 (2)(b)).  
 
Occupational Health  
Personal information obtained during occupational health assessments is held in strict 
confidence by the occupational health team protected by the requirements of the Data 
Protection Act. The information is also covered by the professional codes of conduct of the 
General Medical Council and the Nursing and Midwifery Council. As a “patient” of the 
team, the information is protected in the same way as when an individual consults any 
health care professional. 
 
Vaccination and immunisation data will be stored in the Occupational Health module of 
your Electronic Staff Record (ESR).  Access to this data will be strictly limited and used to 
manage your employment with the Trust.  
 
This processing is necessary to perform a public task (UK GDPR Article 6 (1)(e)). The 
processing is necessary for the provision of health or social care (UK GDPR Article 9 
(2)(h)).  
 
National COVID-19 and Flu Vaccination Programmes 
Information about COVID-19 and flu vaccines received by NHS staff is collected by NHS 
England and Improvement along with information from your Electronic Staff Record (ESR). 
This data will only be used to match the ESR record with your vaccine record and to 
support the purposes of the vaccination programme. It will not be used for any other 
purpose.  Data about your vaccination will only be made available to the health and care 
organisation that you work for and your GP practice.  It will not be accessible to any other 
health and care organisations.  
 
This processing is necessary for compliance with a legal obligation (UK GDPR Article 6 
(1)(c)), to perform a public task (public health functions under the NHS Act 2006) (UK 
GDPR Article 6 (1)(e)), for the provision of health or social care (UK GDPR Article 9 
(2)(h)) and for Public Health Functions under Regulation 3 for the Health Service Control 
of Patient Information) Regulations 2002 (UK GDPR Article 9(2)(i)). 
 
For further information please see NHS England » National COVID-19 and Flu Vaccination 
Programmes 
 
Covid-19 Testing  
If you are required to undertake a Lateral flow device (LFD) test by current Government 
Guidance for the NHS, staff should continue to record their Lateral flow test results via the 
intranet. If you yield a positive result, you must inform the Trust’s Track and Trace Team. 
The information will be shared with your Line Manager, Divisional Manager, HR and the 
Infection Prevention and Control Team to help reduce the risk of potential outbreaks. 

https://www.england.nhs.uk/contact-us/privacy-notice/national-flu-vaccination-programme/
https://www.england.nhs.uk/contact-us/privacy-notice/national-flu-vaccination-programme/
https://www.gov.uk/government/publications/covid-19-managing-healthcare-staff-with-symptoms-of-a-respiratory-infection/managing-healthcare-staff-with-symptoms-of-a-respiratory-infection-or-a-positive-covid-19-test-result
https://www.gov.uk/government/publications/covid-19-managing-healthcare-staff-with-symptoms-of-a-respiratory-infection/managing-healthcare-staff-with-symptoms-of-a-respiratory-infection-or-a-positive-covid-19-test-result


 

 

If you are required to undertake a Lateral Flow Device (LFD) test in line with UK Health 
Security Agency (UKHSA) Guidance for the NHS, staff should continue to record their LFD 
result via the intranet, results submitted are reported to NHS England. If you yield a 
positive result, you must inform the Trust Track and Trace Team. The information will be 
shared with your Line Manager, Divisional Manager, HR and the Infection Prevention and 
Control Team to help reduce the risk of potential outbreaks.   
 
This processing is necessary to perform a public task (UK GDPR Article 6 (1)I). The 
processing is necessary for the provision of health or social care (UK GDPR Article 9 
(2)(h)) and for Public Health Functions under Regulation 3 for the Health Service Control 
of Patient Information) Regulations 2002 (UK GDPR Article 9(2)(i)). 
 
Covid-19 Risk Assessments  
Information will be used to carry out workplace risk assessments for staff, including 
vulnerable groups. These will be completed in line with current Trust guidance.  Risk 
assessments will be held by your Line Manager and shared with Occupational Health.  
Risk assessments are necessary to ensure we work safely, protect people and to meet our 
health and safety obligations.   
 
This processing is necessary for compliance with a legal obligation (UK GDPR Article 
6(1)(c)). This processing is necessary to carry out employment obligations and rights 
(UK GDPR Article 9 (2)(b)) and the processing is necessary for public health (UK GDPR 
Article 9(2)(i)).   
 
Foundation Trust Membership 
We will also use your information to administer staff membership to the Foundation Trust.  
Staff will automatically become members but can opt out of membership by contacting the 
Foundation Trust Membership Office on telephone number: 01482 389132 or email: hnf-
tr.members@nhs.net 
 
We will use this information to communicate with you about things that are happening in 
the Trust.  This also includes you receiving our membership magazine, inviting you to 
member’s events or meetings and informing you about our Governor elections. 
 
We will only process this information when it is in the legitimate interests of the Trust (UK 
GDPR Article 6(1)(f)).  Please see Foundation Trust Membership Privacy Notice  
 
ShinyMind App 
Your staff contact details (Name, Employee ID number and NHSmail address) will used by 
Cynergy UK to provide you with a log-in for the ShinyMind App. The App is a wellbeing 
and resilience resource designed to support all members of staff in the organisation.  We 
do understand that not everyone will want to be part of the App, so if you would like to opt 
out, please email us at hnf-tr.proud@nhs.net .   
 
Our legal basis for processing this information is the legitimates interests of the 
Trust (UK GDPR Article 6(1)(f)).  On signing up to the App, you will need to agree with the 
ShinyMind privacy policy.   
 
Electronic Communications 
For specific information on how NHSmail uses your personal data please see NHSmail 
Transparency Information 
 

https://www.gov.uk/government/publications/covid-19-managing-healthcare-staff-with-symptoms-of-a-respiratory-infection/managing-healthcare-staff-with-symptoms-of-a-respiratory-infection-or-a-positive-covid-19-test-result
mailto:hnf-tr.members@nhs.net
mailto:hnf-tr.members@nhs.net
https://www.humber.nhs.uk/downloads/FOI/Data%20Protection/Foundation%20Trust%20Membership%20Privacy%20Notice.pdf
mailto:hnf-tr.proud@nhs.net
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/NHS+Digital+(NHSmail+Live+Service)+Transparency+Information.pdf
https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/NHS+Digital+(NHSmail+Live+Service)+Transparency+Information.pdf


 

 

The Trust will monitor the use electronic communications such as e-mail or internet use 
following the procedure set down in the Electronic Communications and Internet 
Acceptable Use Procedure.  The Trust will respect an employee’s privacy and autonomy in 
business communications. However, in certain circumstances it may sometimes be 
necessary to access and record an employee’s business communications for the Trust’s 
business purposes which include the following:- 
 

• Providing evidence of business transactions 

• Making sure the Trust’s business procedures, policies and contract are adhered 
to. 

• Complying with any legal obligations (including Subject Access Requests) 

• Training and monitoring standards of service. 

• Preventing or detecting unauthorised use of the Trust’s communication system 
or criminal activities. 

• Preventing, detecting or investigating NHS Fraud or Corruption. 

• Maintaining the effective operation of the Trust’s communication systems. 

• Business continuity 
 
We only process this information when it is in the legitimate interests of the Trust (UK 
GDPR Article 6(1)(f)). 

 
CCTV 
We have CCTV systems on Trust sites for the purpose of public and staff safety and crime 
prevention and detection.  Images are kept for 30 days unless they relate to a specific 
incident or investigation.  Please see the CCTV Privacy notice for further information. 
 
In exceptional circumstances, covert recording will be considered on a case-by-case basis 
to prevent, detect or investigate criminal activity. This will only be with the authorisation of 
a member of the Executive Management Team. 
 
The legal basis for this processing is necessary to perform a public task (UK GDPR Article 
6(1)(e)) 

 
WHEN DO WE SHARE YOUR INFORMATION 
Personal data about you may be shared with other Trust departments in order to 
administer your employment.  We will seek your express permission before your personal 
data is shared with third parties unless we are required to share information about you by 
law.  Wherever possible we will tell you what information is being disclosed, to whom and 
why.  Whenever we can, we shall remove details which identify you.  
 
National Fraud Initiative  
The Trust participates in the Cabinet Office’s National Fraud Initiative: a data matching 
exercise to assist in the prevention and detection of fraud.  We are required to provide 
particular sets of data to the Minister for the Cabinet Office for matching for each exercise.   
 
This is necessary to comply with a legal obligation (UK GDPR Art 6(1)(c)) and does 
not require consent under the data protection legislation. For further information, please 
see the full text fair processing notice.  
 
National Workforce Reporting Service (NWRS) (Primary care Staff)  
We are legally required to share staff personal data via the National Workforce Reporting 
Service (NWRS) as part of our NHS contract.  This will include your name, DOB, National 

https://www.gov.uk/government/publications/fair-processing-national-fraud-initiative/fair-processing-level-3-full-text


 

 

Insurance number, ethnicity, professional registration number (where applicable) and role 
details.  The NWRS is fully GDPR compliant and a summary of why and how this data is 
processed is provided here: National Workforce Reporting Service (NWRS) extranet data: 
GDPR information - NHS Digital  
 
More information about the legal basis, and how this data is used is available here: 
https://digital.nhs.uk/data-and-information/areas-of-interest/workforce/national-workforce-
reporting-service-nwrs/how-we-use-the-workforce-data-you-provide  
 
Use of Third Party Companies 
To enable effective staff administration, the Trust may share your information with external 
companies to process your data on our behalf in order to comply with our obligations as an 
employer.  Examples include: 
 
NHS Business Services Authority – NHS Electronic Staff Record (ESR) See NHS 
Electronic Staff Record (ESR) Privacy Notice for further information. 
 
Restore – for the off-site storage of manual employment records 
TRAC –used for recruitment purposes.  Please see  Privacy notice | Trac for further 
information. 
 
Quality Health - data shared for the purposes of the staff survey.  This is a national 
requirement and all data is shared securely. 
 
Cority –Occupational Health System Provider holding occupational health information 
about staff. 
 
Occupational Health Services:  Data may be shared for the purposes of occupational 
medical assessments and support services.  This will be with your agreement. 
 
L2P - for the purposes of doctor’s re-validation, appraisals and job planning.  For further 
information, please see https://www.l2p.co.uk/privacy_policy.  
 
Allocate – for rostering purposes and the management of staff expenses. For further 
information, please see Privacy Policy - RLDatix - Global (allocatesoftware.com) 
 
RAM Tracking – for vehicle tracking software within Estates fleet vehicles.  The system 
collects information about how a vehicle is driven (excessive idling, sharp breaking, 
overrevving) this is used to support the Trust Green Plan to reduce carbon emissions. The 
system will be used in accordance with the Vehicle Tracking Policy.  
 
Sign-In App- app allowing staff to sign and book rooms. The app will be used for the 
purposes of building/room management, building security and fire safety.  
 
Wagestream – an app to allow staff to access accrued bank shift earnings. Staff choose to 
sign up to WageStream, and consent to their terms and conditions. Further information can 
be found on WageStream’s privacy notice: https://wagestream.com/en/privacy-policy/  
 
Clinical Systems Audit Trails 
If your role involves access to clinical systems, your name and role is documented in the 
entries you make in a clinical record.  Your name and role will be visible to patients if they 
request a copy of their record or through online access to their GP record (Trust GP practices 
only).  

https://digital.nhs.uk/data-and-information/keeping-data-safe-and-benefitting-the-public/gdpr/gdpr-register/national-workforce-reporting-service-nwrs-extranet-data
https://digital.nhs.uk/data-and-information/keeping-data-safe-and-benefitting-the-public/gdpr/gdpr-register/national-workforce-reporting-service-nwrs-extranet-data
https://digital.nhs.uk/data-and-information/areas-of-interest/workforce/national-workforce-reporting-service-nwrs/how-we-use-the-workforce-data-you-provide
https://digital.nhs.uk/data-and-information/areas-of-interest/workforce/national-workforce-reporting-service-nwrs/how-we-use-the-workforce-data-you-provide
http://www.esrsupport.co.uk/privacy-2019-05014-v2.php
http://www.esrsupport.co.uk/privacy-2019-05014-v2.php
https://apps.trac.jobs/privacy-notice
https://www.l2p.co.uk/privacy_policy
https://www.allocatesoftware.com/privacy-policy/
https://wagestream.com/en/privacy-policy/


 

 

be visible to patients if they request a copy of their record or through online access to their 
GP record (Trust GP practices only).  
 
At the request of the patient, the Trust will provide a list of all staff who have accessed 
their health records and when they did so.  The Trust will also inform the patient if their 
records have been deliberately accessed without permission or good reason.   
 
The Access to Health Record Policy will be followed when releasing audit trail information 
to the patient.  The full names of staff detailed on the record will be provided unless it is 
likely to cause serious harm to the member of staff’s physical or mental health or condition.  
This decision will be made by the “Appropriate Health Professional” as defined by 
Schedule 3, Part 2, Section 2(1) of Data Protection Act 2018.    
 
Access to health records will be monitored in line with the Information Governance IT 
Forensic Investigation and Confidentiality Audit Procedures 
 
Clinically-Led workforcE and Activity Redesign (CLEAR) 
The Trust is taking part in Clinically-Led workforcE and Activity Redesign (CLEAR) | Health 
Education England (hee.nhs.uk) to look at new ways or working and delivering care. The 
company supporting the programme is 33n. Staff will be invited by 33n to take part in the 
qualitative research part of the programme, including interviews and focus groups. Staff 
work contact details will be disclosed to support this. For further information on how 33N 
will process this data CLEAR and data privacy for staff - CLEAR (clearprogramme.org.uk)  
 
Freedom of information requests 
Under the Freedom of Information Act 2000 anyone, employee or member of the public 
alike, has a right to ask to see this type of information. In line with being open and publicly 
accountable, the Trust has a legal duty to make available such information if requested to 
do so.  
 
As an employee of the Trust there will be certain information about you which is of a non-
private nature. This could be details of your job title and your position within the 
organisation, the amount of expenses you incurred whilst on official business, or perhaps 
details of opinions given or decisions made in meetings which are minuted and attributed 
to you. 
 
Each request would be assessed individually and if appropriate you will be consulted 
before any information is given. In some circumstances information can be withheld but we 
would need to be able to justify the reason for this. If for instance we are asked to confirm 
the work address of a member of staff who has been physically threatened, then the 
decision would be made not to give out that information. However you should be aware 
that where the information requested is about you acting in a work or official capacity then 
the decision would normally be made to disclose it. 
 
YOUR RIGHTS  
Under the UK General Data Protection Regulation you have the right to: 
 

• The right to be informed – we tell you what we do with your information.  We do this 
through notices like this, and notices on our Intranet 

• The right to object – you have the right to object to how we process your information.  
Your objection will be considered in relation to your particular situation, we will stop 
processing unless there is a legitimate reason for us to continue processing.   

https://intranet.humber.nhs.uk/Information%20Governance%20IT%20Forensic%20Investigation%20and%20Confidentiality%20Audit%20Procedures
https://intranet.humber.nhs.uk/Information%20Governance%20IT%20Forensic%20Investigation%20and%20Confidentiality%20Audit%20Procedures
https://www.hee.nhs.uk/our-work/workforce-transformation/clinically-led-workforce-activity-redesign-clear
https://www.hee.nhs.uk/our-work/workforce-transformation/clinically-led-workforce-activity-redesign-clear
https://clearprogramme.org.uk/clear-and-data-staff/


 

 

• The right to rectification - we will correct any personal information that is inaccurate or 
rectify any data that is incomplete.  

• The right to restrict processing – we will temporarily restrict processing your data, whilst 
we check the information, if you query the accuracy of it. We will also restrict 
processing (if you raise an objection to how we process your data) whilst we consider 
your objection. 

• The right of access – you can ask for copies of information we hold about you.  This is 
called a subject access request. 

 
If you would like a copy of your staff records or Occupational Health Records see Data 
Protection Procedure for Employment Records  

 
You can also access information via ESR Self Service 
 https://intranet.humber.nhs.uk/directorates/esr-self-service.htm 
 
DATA STORAGE AND RETENTION 
We will create and maintain employment files for each staff member.  The information will 
be stored confidentially and only used for purposes directly relevant to your employment.   
 
We will retain this information in accordance with the Records Management Code of 
Practice 2021 
 
CONTACTS 
If you have any issues about how your data is handled, you can contact the Trust’s Data 
Protection Officer: 
 
Lisa Davies, Head of Information Governance and Legal Services, Mary Seacole Building, 
Willerby Hill, Willerby, HU16 6ED or Tel: 01482 477854. 
 
Information Governance Team: Email: hnf-tr.IGTeam@nhs.net or Tel: 01482 477854. 
 
Additionally, you have the right to raise a complaint with the Information Commissioner’s 
Office (ICO), Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF  

Helpline: 0303 123 1113 or report online at: https://ico.org.uk/concerns/handling/ 
 
Last updated: July 2023.  

https://intranet.humber.nhs.uk/Data-Protection-for-Employment-Records-Procedure.htm
https://intranet.humber.nhs.uk/Data-Protection-for-Employment-Records-Procedure.htm
https://intranet.humber.nhs.uk/directorates/esr-self-service.htm
https://www.nhsx.nhs.uk/information-governance/guidance/records-management-code/
https://www.nhsx.nhs.uk/information-governance/guidance/records-management-code/
mailto:hnf-tr.IGTeam@nhs.net
https://ico.org.uk/concerns/handling/

